Desirable Properties of Internet Identifiers
Vinton G. Cerf • Google T he classical Internet identifiers are domain names developed in the early stages of Internet deployment from the early to mid-1980s. These have served well as scalable, unique identifiers. After expanding the top-level domain (TLD) space and introducing Internationalized Domain Names (IDNs), some properties of the Domain Name System (DNS) have emerged that could be considered weaknesses. We're in the middle of the third decade of Internet operation, and it seems timely to review the concept of Internet identifier space(s) and speculate about properties that would make them more useful.
Domain names aren't assured a long life. Some might fall into disuse and some will be reacquired and repurposed, leading to failures of URL references ("404 Page Not Found"). A more persistent identifier space seems attractive, but might require a different business model than the one that has led to speculation in and instability of domain names. Uniqueness is still a highly valuable property -for example, an identifier should be uniquely assigned to one authority. Basically anything that rivals the DNS must be scalable and will have to work with multiple scripts. The principal idea of binding an identifier to an IP address still seems to be a strong concept, but the notion of binding IP addresses to other identifier spaces is also attractive. We could borrow from the DNS Name Authority Pointer (NAPTR) concept and its successor, the Dynamic Delegation Discovery System (DDDS) that maps strings to resolvers that provide additional information about the strings' use. This is an extension of the notion of DNS resolvers that map domain names into IP addresses or to other strings, such as mail exchange (MX) records for email relays.
Identifiers must be searchable in the sense that they can be "looked up" for further processing. Assuming identifiers are strings, then a string-matching algorithm is needed. Some form of canonicalization is desirable so that different ways of entering strings for lookup can be reconciled with the string-matching algorithm. Absent canonicalization, multiple representations of the "same" string might be needed to produce the desired "match." In the DNS, the so-called "side of the bus" problem influenced thinking about the nature of the characters (glyphs) considered acceptable for use with domain names. The idea is that users should be able to enter into the lookup system what they see on the side of the bus and get a reliable result. This has proven to be a challenge in DNS and would be a challenge for any successor.
Multiple scripts should be supported. In the Internet, Unicode has been used for this purpose. Canonicalization for string comparison is a key requirement that should be preserved in any successor to the DNS. This is by no means a simple problem. Invisible, zero-length combiners and alternative ways of representing "the same" string have led to complex and sometimes non scalable situations (such as character variants that lead to explosive combinatorial growth). The tension between the concept of identifiers and language has led to complexity -perhaps a desirable property of a new identifier system is that it should be even more explicit about its limitations. We shouldn't expect to write well-formed sentences as identifiers.
It's important that an identifier not be spoof able. That is, the user should have confidence that a hacker hasn't hijacked the identifier and its associated lookup results. The use of digital signatures in the DNS is intended to resist spoofing of a domain name and its interpretation. A www.computer.org/internet/ IEEE INTERNET COMPUTING similar property and mechanism seems useful and should be embedded in the system as, for example, the DNS-based Authentication of Named Entities (DANE) design. Separating the display form of an identifier and the identifier itself raises the interesting prospect of simple format identifiers (perhaps even all numeric) and their string presentations. In some sense, this is now common with telephone contact lists. The display form is a person's name, but the actual identifier is a telephone number. Local lookup on names works fairly well because the lookup space is relatively small compared to the universe of subscribers. But DNS is a global lookup system and any replacement will likely require a similar scope. Simple identifier spaces (for example, all numeric or trivially alphameric) could also lead to increased probing for possible identifiers.
H
ere's the bottom line: improving on DNS is a tough challenge, but it's worth serious thought. Read your subscriptions through the myCS publi cations portal at http:// mycs.computer.org.
